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@ Insights Overview ©

EASM w
5143 & > T =t
Distribution of Findings by Risk Level Findings over time by Risk Level IQEE;(EI‘%Q EEEO) EEE

75

Dashboard . e S T

Insights Overview

Q search

@ Critical @ High

5 findings 56 findings

Assets Overview

Mumber of Findings

88 Insights ’ \M
@ Medium Low - —
[fo Assets N
1;878 findings 4;1 55 findings March 09 April 02 May 09 June 03
@ Alerts L i . i - _ ) .
Critical (90-100) High (70-83) | Medium (40-83) Low [1-39)
20% Administration b
[ Notifications > Findings Percentage by Category Top 5 Lookalike Domains by Exposure View All Lookalike Domains >
28 Tools ]
Qriginal Domain Lookalike Domain Risk Category Exposure Score
2 Account »
| Log Out - unlockedai.com unlockedai.com Registered Lookalike a0
6,094 unlockedai.com unlokedai.com Registered Lookalike a0
Findings
unlockedai.com unlocked-ai.com Registered Lookalike 85
unlocked.ai unlockedlogin.ai Registered Lookalike 81
@ Exposure @ Misconfiguration Vulnerability unlockedai.com unlockedai.net Preventative Lookalike 73

Top 5 Exposed VPN Applicances View All VPN Appliances »
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EASM +

Search
Dashboard
Insights
Assets

Alerts

% Administration

Notifications

828 Tools

Account

Log Out

Assets

(Status = Approved) CFirst Seen v) CRisk Level v)

Name =

https://vpn2.a...

https://samlsp...

https://cicd.pri...

https://second...

129.215.22.63

vpn2.acme.net

samlsp.private...

430e9afcab7a...

29.47.73.52

safemarch.net

acme.com

acme.net

Type ¢

B3 Web Page

B Web Page

™ Web Page

B3 Web Page

® |P Address

oo

Host

0o

Host

@) Certificate

® |P Address

@& Domain

@ Domain

@& Domain

Risk Level

® Critical

Critical

Criticial

High

High

Medium

Medium

Medium

Medium

Low

Minimal

Minimal

Findings Count

NESNITINTOEREDYR )% 5l

Status =

© Approved

@ Approved

©@ Approved

@ Approved

@ Approved

© Approved

@ Approved

©@ Approved

@ Approved

@ Approved

© Approved

@ Approved

First Seen +=

February 18, 2...

January 10, 2024

January 17, 2024

January 17, 2...

February 23, 2...

February 18, 2...

February 10, 2...

February 14, 2...

February 23, 2...

January 5, 2024

February 29, 2...

January 5, 2024

Last Seen #

April 16, 2024

March 6, 2024

March 8, 2024

March 08, 2...

March 6, 2024

April 16, 2024

March 6, 2024

March 6, 2024

March 6, 2024

March 8, 2024

March 5, 2024

March 8, 2024

Tags *

remote-access

us-east-2

remote-access

prod

non-prod

eu-west-1

non-prod

parked

prod



& samlsp.private.unlockedai.com
Type: Host

Asset Details Findings (1)

SEOMELIRIDRAEERZ
I (FOCHERR

WHOIS Registrant Organization
WHOIS Registrar

Technologies

Services

SSL/TLS Versions Supported
Country

IP Address

Revealing Hostname

Status

Tags

©® Medium
February 10, 2024 15:53:04
March 6, 2024 15:53:04
Unlockedai, Inc.
GoDaddy.com, LLC
Apache httpd
SSH:22, HTTP:80, HTTP:443
1.2
United States
206.32.138.12
True

© Approved

prod + £



& samlsp.private.unlockedai.com
Type: Host

Asset Details Findings (1)

BEMWIELURIDFEEEZ
I (IHERR
10 ® Medium

Risk Score 68

First Seen February 23, 2024 15:53:04
Last Seen March 6, 2024 15:53:04
Status @ Reviewed

View all findings
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@ Assets > samlsp.private.unlockedai.com

BELANIOFHH

EASM =

Overview
Search Type Host First Seen February 10, 2024 15:53:04
Dashboard » Risk Level Medium Last Seen March 6, 2024 15:53:04
Insights » ID 36f6a582-6153-4eef-eb54-ef47a4f3fb00 Status @ Approved ~
Tags prod + 2
Assets d
Alerts . )
Details Risk
Administration >
- General Information Whois
Notifications »
Revealing Hostname True Registrant Organization Unlockedai, Inc.
Tools >
TLS Versions Supported 12,13 Registrant Email dns@unlockedai.com
Account g Zulu Reputation 0/100 Regqistrar GoDaddy.com, LLC
Log Out Resource Record (CNAME)  unlockedai.com.cdn.cloudfare.net
Technologies
Category + Name + Version # CVE = First Seen = Last Seen #
Web Server Apache 2.4.43 - February 23, 2024 March 06, 2024
Database PostgreSQL - - February 23, 2024 March 06, 2024
Remote Access SSH - - February 23, 2024 March 08, 2024

Services



20 SSH Open ¢ ; O

BELANILOFHH

80 HTTP Open
443 HTTPS Open February 23, 2024 March 06, 2024
SSL/TLS Ceritificates
Asset Name # Subject Common Name # Issued = Expires # First Seen ¢ Last Seen # Recent =
430e9afcab7a8al1f7fad20c7780635796... * unlockedai.com September 05, 2023  October 06, 2024 February 14, 2024 March 06, 2024  Yes
57ac0079b57d1a7f182a03b4779%eabda5...  samlsp.private.unlockeda... February 27, 2024 February 23, 2025 March 01, 2024 March 08, 2024  Yes
Clouds Location
CDN . Cloudflare Country United States
Tampa, Florida
CSP aws AWS State/Province Florida ,
(¢}
City Tampa
IP Address 206.32.138.12
Discovery Chain Discovery Information
Seed Domain: unlockedai.com Profile SecOps
Ly Attribute: Registrant Organization: Unlockedai, Inc. Seed unlockedai.com
L» |IP Block: 206.32.138.0/24 First Seen February 23, 2024
Ls |P Address: 206.32.138.12 Last Seen March 06, 2024
Ls Host: samlsp.private.unlockedai.com
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G@Doq

i HESSVPN(CH 3 B IR A AR
B
Deploy decoy systems in your internal network, internal DMZ segments, cloud, and Zero Trust environments. B’ = d C
\
Internal Zero Trust Network
CVEDERZRL
o
# FQDN and IP © Personality © Network Decoy Groups © Network Name Actions
Q (o} Q o}

1 @ corebank-staging.unlockedai.com Finance - Finacle Web default VLAN 502 DHCP 2 U
10.123.2.102

2 @® dev.unlockedai.com Development - Developer Portals Web Default Automatic Decoys VLAN 502 DHCP / O
10.123.2.100

3 @ ivanti-vpnl.unlockedai.com Common - VPN default VLAN 502 DHCP 2 U
10.123.2101 -

4 @ globalprotect-prod.unlockedai.com Common - VPN Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 0
10123.2.103

5 @ webhost.unlockedai.com Deception Al Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 0
10.123.2.105 - -

6 @ sales-lim.unlockedai.com Detect attacks on GenAl Infrastructure Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 1

10.123.2.104

« PREV

Total: 6 Page 1 of 1

Copyright®2024 Zscaler Inc. All rights reserved. | Version develop-2024-05-24T09:27:05 | Database Version: c97¢06876421 v/ | Patents

NEXT »




o000 O Terminal + p

AEE5/RVPNICXT 9 AN EZ IR

~ (1.555})

git clone https://github.com/Chocapikk/CVE-2024-21887.git

Cloning into 'CVE-2024-21887'... f
remote: Enumerating objects: 11, done. CVEOER =&
remote: Counting objects: 100% (11/11), done. [

remote: Compressing objects: 100% (9/9), done.

remote: Total 11 (delta 2), reused 11 (delta 2), pack-reused 0
Receiving objects: 100% (11/11), 4.78 KiB | 2.39 MiB/s, done.
Resolving deltas: 100% (2/2), done.

~ (0.071s)
cd CVE-2024-21887/

f/CVE-2024-21887 git:(main) (0.09s)
source venv/bin/activate

venv ~/CVE-2024-21887 git:(main)x3 (2.496s)
python exploit.py -u http://ivanti-vpnl.unlockedai.com/

[!] Shell is ready, please type your commands UwU
# uname
Linux

venv ~/CVE-2024-21887 git:(main)x3



C @ Do Iy

Investigate

|

(&)
{ ; |
./

rayclank

rayclank-appliance-1

]
‘..T..-

hanti-vpnl
e N
el
. ~
S

default

e Tp-10-123-34-101

MEE5 R VPNICT 9 AN EZ IR
CVEOE Rz

10 Jun 2024 - 11:49

10 Jun 2024 - 11:52

10 Jun 2024 - 11:55

10 Jun 2024 - 11:58

+ Add Tag

RISK SCORE FIRST EVENT

03 JUN 2024 | 11:51 +05:30
1 2 5 LAST EVENT

10 JUN 2024 | 12:00 +05:30

THREATPARSE

» Possible exploitation of vulnerability in Ivanti
Connect Secure (9.x, 22.x) and Ivanti Policy Secure
(8.x, 22.x) (CVE-2024-21887)

= Web application access

» Network connection initiated towards a decoy

TRIAGE INCIDENTS
Mo Triage Data Available

| Actions = I




Investigate

G@Doq

Network Decoys

Deploy decoy systems in your internal network, internal DMZ segments, cloud, and Zero Trust environments.

gL

—

5

>3 )V EEROBE A ARA

Internal Zero Trust Network
l Export Decoy Configuration ] -
# FQDN and IP © Personality © Network Decoy Groups @ Network Name Actions
Q (o} Q Q

1 @ corebank-staging.unlockedai.com Finance - Finacle Web default VLAN 502 DHCP 2 U
10.123.2.102

2 @ dev.unlockedai.com Development - Developer Portals Web Default Automatic Decoys VLAN 502 DHCP / uj
10.123.2.100

3 @ ivanti-vpnl.unlockedai.com Common - VPN default VLAN 502 DHCP 20
10123.2101 WEB

a4 @ globalprotect-prod.unlockedai.com Common - VPN Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 O
10123.2.103

5 @® webhost.unlockedai.com Deception Al Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 10
10.123.2.105 - -

6 @® sales-lim.unlockedai.com Detect attacks on GenAl Infrastructure Artificial Intelligence (Al) Dynamic VLAN 502 DHCP 2 1

10.123.2.104

« PREV

Total: 6 Page 1 of 1

Copyright©2024 Zscaler Inc. All rights reserved. | Version develop-2024-05-24T09:27:05 | Database Version: c97c06876421 v/ | Patents

NEXT »




(@, ® https://dev.unlockedai.com

ILT > 2v ) VIBHROBEZARA]

W,

Username or Email Address

felix 2

Password

dO5m16felix2CSILVA! &

Remember Me

Lost your password?



@ O

Investigate

]

Orchestrate

G2}

Miragemaker

i

Deceive

ITOR

oy

Settings

Q

Search

GOk

Investigate

N

e
\_/

rayciank

[
.

ILT v VBB AR

,_.-/W\\ ivanti-vpg1
'~._\4 //'
default NS
corebank-staging 34-101
rayclank-appliance~1 g |
-
- dev
1/ \l
L)
~

Default Automatic Decoys

el

;.A

10 Jun 2024 - 12:05 10 Jun 2024 - 12:08

10 Jun 2024 - 12:11 10 Jun 2024 - 12:14

IP-10-123-34-101
w 10.123.34.101

+ Add Tag

RISK SCORE FIRST EVENT

03 JUN 2024 | 11:51 +05:30
2 2 5 LAST EVENT

10 JUN 2024 | 12:15 +05:30

THREATPARSE

* Possible login using credentials stuffed or obtained
from data breach

* Web application access

* Network connection initiated towards a decoy

TRIAGE INCIDENTS
No Triage Data Available

Actions ~
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Dashboard

l~

Analytics

Administration

Activation

Q

Search

JOCARNS I wIDORBERIMDC2ZIRHE T D1 IN—3>

SOC%xZiE

Insights Logs

Event Time

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

Sunday, May 26, ...

User Q ®

win1llabill@agg...

win1llabill@gg...

win1llabill@gg...

gad@ggoldbar...

gad@ggoldbar...

win1llabill@gg...

qad@ggoldbar...

gad@ggoldbar...

gaS5@ggoldbar...

win1llabill@gg...

gas@ggoldbar...

gaS@ggoldbar...

Policy Action

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

(® 1000 Log Records Found

Application Name Q,

Visual Studio Code

Chrome

Chrome

Windows Update

Windows Update

Dell TechHub

Microsoft Teams

Microsoft Teams

Microsoft Teams

Microsoft Teams

Microsoft Teams

Process Name

Code.exe

chrome.exe

chrome.exe

wuauclt.exe

wuauclt.exe

Dell.TechHub.exe

ms-teams.exe

ms-teams.exe

ms-teams.exe

ms-teams.exe

ms-teams.exe

Publisher

Microsoft Corporation

Google LLC

Google LLC

Microsoft Corporation

Microsoft Corporation

Dell Inc

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

URL Q

< URL Category

mobile.events.dats Location

URL Clas
ocsp.entrust.net/n|

ocsp.entrust.net/n]

array502.prod.do.

S

Application Name
Process Name

Publisher

disc501.prod.do.dsp.mp.microsof...

hb.apis.dell.com/hbservices/api/v...

self.events.data.microsoft.com/on...

self.events.data.microsoft.com/on...

self.events.data.microsoft.com/on...

mobile.events.data.microsoft.com...

mobile.events.data.microsoft.com...

arrayS02.prod.do.dsp.mp.microso...

Operating System and Softw...

Corporate Marketing

Professional Services

Professional Services

Professional Services

Corporate Marketing

Corporate Marketing

Operating System and Softw...
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macOSZIZENE T BIREZDIFNN

The Hacker News Q

# Home =% Newsletter ™ Webinars

Macworld MAC IPHONE IPAD APPLE WATCH Q

Researchers Discover New Sophisticated

Scary ‘MacStealer’ malware
goes after iCloud passwords

Toolkit Targeting Apple macOS Systems

4 Jun

2023 & Ravie Lakshmanan

and credit card data

Security community is abuzz about Telegram-based intruder.

StCURITY
CYBERSECURITY NEWS.INSIGHTS & ANALYSIS

BLEEPINGCOMPUTER

Home » MNews » Security > New CloudMensis malware backdoors Macs to steal victims' data

= MALWARE & THREATS

‘Atomic mac0S Stealer’ Malware

New CloudMensis malware backdoors Macs to steal Delivered via Malvertising campaign

victims’ data

A malware named Atomic macQS Stealer (AMOS) has been delivered to users

via a malvertising campaign.



B> RIRwIZ TOmMacOST7AIILOYHR— b~

SANDBOX RULE

Rule Order Rule Name

2 macOS_DMG

Rule Status Rule Label

Enabled

CRITERIA

File Types URL Categories

DMG (dmag) Any

Users Groups

Any Any

Departments Locations

Any Any

Location Groups Sandbox Categories

Any Sandbox Adware; Sandbox Malware/...




B> RRWIZTOmMacOST71 LD YR—

@5>zscaler cloud Sandbox *

SANDBOX DETAIL REPORT S HihRisk @ Modarate Bsk  * Low Risk a8
Report ID (MDS): BF8444DCO486A7F770C34B6D7CBE7COS Analysis Performed : 5/24/2024 10:15:35 AM File Type: dmg

CLASSIFICATION

Class Type Threat Score

Malicious 9 O

Category
Malware & Botnet IIII‘I

PERSISTENGE &= SYSTEM SUMMARY DOWNLOAD SUMMARY

* Writes Mach-0 Files To Hidden Directories - Original file

+ Creates User-Wide ‘Launchd’ Managed Services Aka Launch Agents Dropped files

+ Creates Hioden Files, Links And/Or Directories —— Packet capture
+ Writes 84-8it Mach-O Files To Disk

* Creates Application Bundles

+ Executes Hidden Files

+ Creates Memory-Persistant Launch Services

ORIGIN ANDROID PERMISSIONS

Origin information not identified

FILE PROPERTIES

File Type dmg

Digital Certificate Vendor File is not digitally signed

File Size 713,338 bytes

MD5 8f8444dc9486a7f770¢c34b6d7cb67¢c05

SHA1 5946452d1537cf2a0e28¢77fa278554ce631223¢

SSDEEP 12288:D5vFS50ATckhe7KshQ2tMHddEIddR/bDYcutdMaeb63gA4wBcY/Qp:D5vF587xhQ20HddaddIdMJANAwBCY/
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ﬂ Password Required

This file is contained inside an encrypted compressed file, please provide
password to access it

Cancel o’ Open file



J71 I DD EEECDR
T DEE( L R

0 Sandbox analysis is complete and it is found to be malicious file

EE{LSNTZPDFOD —— :
9 Ij/ I:l — |\ [ Protected Storage |

LAJVIDCDR Storage Download flattened doc

= 1D19ADSEO037.docx
271 kB - Double-click to open

~
-

ﬁ 1041n_accessible.pdf
1472 xB

ﬁ f1065bsk_accessible.pdf
694 kB
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H - s Conditional Formatting Workbook - Excel Sign in &3] = X

File Home Insert Page Layout Formulas Data Review View Q Tell me what you want to do 9}. Share

13
v = v Tid P (- [ =] x AutoSum * A
=¢ Wrap Text General ? X o @ ﬁf Q

0 ] Fill =

= Merge&Center = $ - % 9 9o Conditipnal Formatas Cell Insert Delete Format 2o Sf)rt& Find &
Formatting~ Table~ Styles~ 4 v x ok Filter » Select ~

4b énr jl) N j_) [/0) Clipboard 1 % Alignment o Number I Styles Cells Editing
\\ | — | o .

Salesperson

Yo 0-R B

~
-

Sales Team Review

l//\) I/BODCDR Salesperson Region Covered Febrtary 2017 Sales  Cost of Sales  January 2017 Sales Percent Change

| Jeffrey Burke Oklahoma S 28,000 S S 21,238

- 4 ]Amy Fernandez  North Carolina S 23,138 S S 23,212

— > 5 | Mark Hayes Massachusetts S 25,092 S S 20,454

6 ‘Judith Ray California S 21,839 $ S 24,619

7 |Randy Graham  South Carolina S 23,342 S S 20,045

8 IChnstma Foster Delaware S 23,368 S S 17,537 3

9 |Judy Green Texas $ 21,510 $ $ 24,951

107‘ Paula Hall Virginia S 21,314 S S 18,082
11 |

12 | Totals 187,603 ; 170,138
13 |
_ o — gy - < 14 |
VotiroEDA>7 )L —23>% B

16 |

WL CHe i -




B O B O @« m D i 1of 647 < >
[ 1] Balance Sheet Attached (Extemal 6o a o
kristen clark 4:40PM (Ominutesago) Yy € :
tome »

Dear Concerned,

As discussed, please download the balance sheet from b&g.

The spreadsheet is protected for security reasons and the password has been communicated via a separate email.
Kristen Clark

Alviso Parity
CPA Analyst

’ ( R

Received, thank you. J Thank you, | got it.

\ J

L Thank you so much!

J

\

1( < Reply > [~ Forward /)l

7\




® ® ® 1 z-zia-escalation - Chat X & New Tab X +

< > C © Not Secure  https:/[7045083c.appsulate.com/profile/b513329f-c7a4-4b8d-b5c6-b35f76f1697a/zia-session/?controls_id=fef8523a-03fe-4157-affd-a6ba8fe3f4d1&region=fra&tenant=b6d8dffa6da2

% Bookmarks [ Tech Stuff [J RFC & TechReads [ Foodies [ Imptools [ Zscaler [ Life [ Appsulate [ pipeline [ Demo [J Release [ Isolation [ Zenith Live 24

Heads up, you've been redirected to Browser Isolation!

(; bdYor-) =Tl The website you were trying to access is now rendered in a fully isolated
environment to protect you from malicious content.

Q Sandbox analysis is in progress for "samemarch_balancesheet.xls".

a Password Required

File "samemarch_balancesheet.xls" is encrypted, please provide its password to
proceed with Sandbox Analysis

L

Cancel o' Send password

[ All Bookmarks

H> RiwoZE
T35 EED
= P S IUAVIEI NG
IRESNITI71 )%
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1 z-zia-escalation - Chat X New Tab X +

Cc © Not Secure https:/[7045083c.appsulate.com/profile/b513329f-c7a4-4b8d-b5c6-b35f76f1697a/zia-session/?controls_id=fef8523a-03fe-4157-affd-a6ba8fe3f4d1&region=fra&tenant=b6d8dffa6da2 (_)

% Bookmarks [ Tech Stuff [ RFC & TechReads [ Foodies [ Imptools [ Zscaler [ Life [ Appsulate [ pipeline [ Demo [ Release [ Isolation [ Zenith Live 24 [ All Bookmarks

X

0 Sandbox Analysis is completed for "samemarch_balancesheet.xIs" and it was found to be malicious. C(f,gk
here to navigate to the protected storage to download the file.
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% Bookmarks

z-Zia-escalation -

3 Tech Stuff

Chat X

New Tab

https:/[7045083c.appsulate.com/profile/b513329f-c7a4-4b8d-b5c6-b35f76f1697a/zia-session/?controls_id=fef8523a-03fe-4157-affd-a6ba8fe3f4d1&region=fra&tenant=b6d8dffa6da2

[ RFC & Tech Reads

[ Foodies

3 Imp tools

[ Zscaler

3 Life

[ Appsulate

[ pipeline [ Demo [ Release [ Isolation [ Zenith Live 24

D Protected Storage

Storage Download

h_balancesheet.xls
+ - Double-click to open

Cancel
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[N X ) ™ z-zia-escalation - Chat X & New Tab X +

« > C © Not Secure  https:/[7045083c.appsulate.com/profile/b513329f-c7a4-4b8d-b5c6-b35f76f1697a/zia-session/?controls_id=fef8523a-03fe-4157-affd-a6ba8fe3f4d1&region=fra&tenant=b6d8dffa6da2 D R Q

% Bookmarks [ Tech Stuff [J RFC &TechReads [ Foodies [ Imptools [ Zscaler [ Life [ Appsulate [J pipeline [ Demo [ Release [ Isolation [ Zenith Live 24 . [ All Bookmarks

Favourites Save As:

/. Applications

Tags:

<> mv Be T

Today

iCloud B} Samemarch_...ance Sheet.xls
& iCloud Drive wr Screen Recor...t 16.08.35.mov
E£? Shared

Yesterday
Tags

® Red
® Orange

wa Screen Recor...t 12.30.48.mov

Previous 7 Days
® Yellow @ Sandbox
® Green

® Purple  New Folder -

. M Reave

Pravinue 20 Nave

eparing 1o download "samemarch_baltancesheol.xis’. Depanding on file size, this could take a while, ..




@ AutoSave @ ) & G

£} samemarch_balancesheet (1).xIs - Compatibility Mode

o
Home Insert Draw Page Layout Formulas ELE] Review View Automate (J Comments (& Share v
X o = — @8 o ab 2

[ Calibri (Body) v A A === ®v B wapTextv General - - B2 T v /Q v

PE!] JEl [ A 0 .00 Conditional F% / Insert  Del F — Zs & Find&

aste U v fndni o v v = = = = 5= 5| v 2 v O onditiona ormat nse: elete ormat ort n

d B I = o — - -— S S Nernel Conte @ /O 0o 0 Formatting as Table Vv Filter Select
B9 £ fx  [Start Date] to [End Date]
A B C D F H | J K L M

W oo NOODU» S WN =

Safemarch
Balance Sheet
6/3/24

ASSETS
Current Assets:
Cash
Petty Cash
Accounts Receivables
Inventory
Prepaid Expenses
Employee Advances
Temporary Investments
Total Current Assets

Fixed Assets:

Land

Buildings

Furniture and Equipment

Computer Equipment

Vehicles

Less: Accumulated Depreciation
Total Fixed Assets

Other Assets:
Trademarks
Patents
Security Deposits
Other Assets

Total Other Assets

Safemarch +

Ready ﬁ’;Accessibility: Unavailable

Balance Sheet

Current Period b

| [Start Date] to [End Date] ‘_

w

22.263.721,00
534.355,00
2.353.234,00
23.424.322,00
2.342.342,00
123.123.213,00

174.041.187,00

A A 4 A 444

1.234.212.123,00
23.423.423,00
34.345,00
23.123.123,00
122.123,00
334.234,00
1.281.249.371,00

2.353.234,00
23.424.322,00
2.342.342,00
123.123.123,00
151.243.021,00

Prior Period
[Start Date] to [End Date] N

A |

6.834.234,00
53.423,00
1.231.234,00
2.342.342,00
412.342,00
234.234,00

11.107.809,00

123.123.312,00
23.423.423,00
34.345,00
23.123.123,00
122.123,00
245.330,00
170.071.656,00

23.123.123,00
122.123,00
245.330,00
34.345,00
23.524.921,00

Increase (Decrease)
¥ [start Date] to [End Date]

15.429.487,00
480.932,00
1.122.000,00
21.081.980,00
1.930.000,00
122.888.979,00

——————
162.933.378,00

1.111.088.811,00

88.904,00
1.111.177.715,00

(20.769.889,00)
23.302.199,00
2.097.012,00
123.088.778,00
127.718.100,00

| TIP: Sheet 2 (Example) Has a filled |
| out example

TIP: Hover over column titles for

more instructions

on Preparation:
Note: You may want to print this information to use as reference later. To

delete these instructions, click the border of this text box and then press the
DELETE key.

Note: Understanding a company's Balance Sheet is vital to ensuring it has a
strong financial position. It is also used as a key factor in determining a
company's value. Typically, when assets are greater than liabilities, this
represents a strong financial position. Conversely, when liabilities are greater
than assets, this represents a weak financial position and a company with lower
value. Understanding a company's Balance Sheet can help the owners and/or
management understand its strengths and weaknesses and develop
appropriate strategies.

Note: Enter data into cells beneath column headers and to the right of rows
headers that contain comments (red triangle in upper right corner of cell).
Explanations of what type of data should be entered into each row are outlined
in the row header's comments.

Steps for Preparation:
Step 1: Enter your Company Name and the Date all figures are reported as of in
the report header.

Step 2: Enter the 'Start Date to End Date' as MM/DD/YYYY in the Current
Period and Prior Period column headers. Please note that for the best
comparison to the Current Period, the Prior Period time frame should cover the
same number of days as the Current Period. Typically, the prior period is the
same timeframe but for the previous year. However, you can use whatever
timeframe you would like to compare the Current Period to, such as the
previous quarter or month.

Step 3: Enter the amounts in each cell of the Current Period column that
represents your company's balances for that a period.

B E@ & - @— +

125%
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AIMLZERUIEEI AT -2 3> DS

Potential Users 28724

Recommended Users (@ Existing SCIM Synced Departments 0
irl peqg facilities
14 Users (1 users accessed the recommended applications during the cbservation

period)

Attack Surface Reduction 99.95%

28724 Users

Application E Defined Application Segment Port and Protocol Server IP

TCP: 8003 10.100.66.4
UDP:

cxtgnv2.tests.zero-trust.cloud Wildcard Discovery

TCP: 8003 10.215.64.224
UDP:

cktyOnZ2.test5.zero-trust.cloud Wildcard Discovery

2hgxhk2.test5.zero-trust.cloud Wildcard Discovery TCP: 8003 1010.71.166

UDP:




(ITDR)



74T 7471 DINEXTSREEZ HIR S D Zscaler Identity Protection

89%

20225 (C VAT T4T1—INE%
TIFTABEDES
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ADIXEEDIENNZR

9/10

Active Directory/IDPDIEE
55 AVITREDEIS

AT >OT4T4— RAFvr—EI1E

Active Directoryt Oktalc$H173
EHIER(oE)DRIHAL

o iy
in 2% okta
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Zero Trust

v
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DCSync. DC Shadow.
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Zscaler: WIS ADERIAEE

C RO cYBERRATINGS.ORG SSE| 2024

Zscaler Zero Trust Exchange AAA

OVERVIEW 98.0% PROTECTION RATE
In Q2 2024, CyberRatings.org performed an independent test
of Zscaler Zero Trust Exchange againgt the Security Service
Edge (SSE) Threat Protection Methodology v2.1 using
Amazon Web Services and our facility in Austin, Texas. The
product was subjectad to thorough testing to determine how
it handled TLS/SSL 1.2 and 1.3 cipher suites, how it defended
against 205 exploits, 7,140 malware samples, and whether
any of 1,124 evasions could bypass its protection. Both clear
text and encrypted traffic were measured to provide a more
realistic rating based on modern network traffic.

> Zscaler

3“-party SSE
threat protection test

THREAT PREVENTION TLS/SSL DECRYPTION FUNCTIONALITY
Threats: Tested Version Prevalence CipherSuites = Results
Exploits 201 205 TLS1.3 | B6.51% (0x13,0x02) | Supported
Malware 7135 7140
Wild Malware —w/0 Re putation 6131
Wild Malware —w/ Reputation 944 945
Evasions 1124
HTTP 602
HTML 108

Malware Evagions 290 290 TLS1.3 | 0.55% {0x13, 0x03) Supported

64
60

TLS1.2 | 11.85% (0xCO,0x30) | Supported
TLS1.2 | 9.26% {0xCO,0x2F) | Supported
TLS1.3 | 8.07% (0x13,0601) | Supported

Cyber
Ratings
@ Y -org

502 TLS1.2 | 1.72% {0xCC, OxA8) | Not Supported
108 TLS1.2 | 0.68% (0xCD, 0x28) | Supported

Java a4 TLS1.2 | 0.42% {0xC0,0x2C) | Supponed*

Combination &0

TLS1.2 | 0.27% {0xCC, 0xAS) | Mot Supported
THROUGHPUT TLS1.2 | 0.20% (0xCO,0x28) | Supportad*

HTTP & HTTPS Performance "ot page or chnal.
16,000
14,000
12,000
10,000
£000

——ClearTest - HTTE (Mbps)
5A_WITH_AES_356_GCM_SHAZSA {000, (30} TLS 12

Cannectians per Secand

TLS AES 256_GCM_SHAIS4
l0=13.9202] N5 1.3
W Cannectons per Secand (CPS
32,000 CF
1 i
2,000
anonees
2,000CP5

‘j 1,000 CP3

© 2024 GyberRatings.org. Allrights resemnved.
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Analytics Administration v Policies v Networking v Logs

VA Copilot = geta

Digital Assistant Powered by Al

N

@ + New Session

A
Bed

Select a topic to personalize your session

- D
Security

Learn more about your organization’s risk
posture quantified based on the
contributing factors and configurations.




Analytics Administration v Policies v Networking v Logs

VA Copilot = 8eta

Digital Assistant Powered by Al

N

37 + Session

B

= +
+

/

How can | help you today?

[ E BRI IEORR [ BE7BEEO LT roYT- || I-Y-0URIIETEA PN |
[ URDEBITB RIS ? ]

Copilot may generate inaccurate info. View policy



Copilot = 8eta

Digital Assistant Powered by Al

Now Caoceimn
x NEW oession

NSNS B EE

Analytics

Administration v

Policies v Networking v Logs

Fetching Data...

[ JRIERSTOBABISNEYY—R (3 ?

May 8, 2024 9:20 AM

| cocmrEA

Copilot may generate inaccurate info. View policy




Analytics Administration v Policies v Networking v Logs

VA Copilot = Beta

Digital Assistant Powered by Al
N [ UZDEBH>TWBABIINUY - (4 ? }

37 + New Session

0 May 8, 2024 9:20 AM
Today
o NEENTHESE R BEE DAY ZA7=IBRSE TV SN EEND—&EZ2FRRUET,
Factor Category Your Score |

Outdated SSL / TLS servers 2 External Attack Surface m /5.00
VPN Usage Observed < External Attack Surface m /5.00
Known Vulnerabilities (CVEs) &, External Attack Surface 1.25 /6.25
Exposed Servers (Services Exposed) & External Attack Surface 1.00 /5.00
Public Cloud - Exposed instances . External Attack Surface m /2.50

Good [4 Okay Poor | User volume drives size of points

AL

May 8, 2024 9:21 AM

| vwERemmemac | | rovommesac | | dekei-v-ouvcgac |

[ ClICERZ AT ]

Copilot may generate inaccurate info. View policy



Analytics Administration v Policies v Networking v Logs

VA Copilot Beta

Digital Assistant Powered by Al

REENTY -\ —DURIDIEETTEZFA T

D [ + New Session

0 May 8, 2024 9:20 AM
Today AFUEUR. DRSNS -\ -DURIEEIIE I DIEREFRRUET .
Bo :
PHEENIZHESS R EE
= | Exposed Servers
8
Problem
These are list of servers running within your organization's

network currently exposed to the Internet. The higher the
number, larger will be the potential attack surface. While
some of these might be intentional and available for internet
use, many are often private applications that need to be
made invisible to the public internet.

Recommendation

Implement a Zero Trust solution like ZPA [ to hide servers

that are not intended to be accessible via internet.

Good 4 Okay Poor | User volume drives size of points

1 B

May 8, 2024 9:21 AM

[ﬁlﬁéhté@’i&ﬁﬁ%%ﬁ%ﬂ(:?&it ][ BN DRI T ][ RS E R T ]

[ REENTY —N—DURINEETTEZHA T ]

Copilot may generate inaccurate info. View policy



Breach Predictor



' Dashboard
Breach Prediction
Q search Attack overview
@ Dashboard
88 Findings
2 Account »

Summary

Users
) 10% Increase

90%

7641

secura

ietiidtiie

14141 RTY
Peredeieie
B

teriieiiid
Phid

Malware Category

10%

849
at risk

thiet

Data source: ZIA Web logs, Sandbox + Last updated March 1, 2024 Last 30 days

m- Breach probability

799 chances of cyber attack

o

® Secure @ Low & Medium High

You can further Investigate in Finding page m

Impacted users across stages

ou are leoking at alowed events. Users count drives the size of bubbies.

Users impacted

. @

Latersl o0 Data loss 49
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Braach Prediction

@ Dashboard Attack overview
Findings
&, Account

Summary

Users

) S00% Increase

=

97%

THTETITEIEY
"

3%

at rigi
it

- | Impacted user

Impacted users across stages
Users count drives the size of bubbles

Data source: Z1A Web logs, Sandbox « Last updated May 25, 2024

-m- Breach prebability

79.83% Breach probability
D i

® Secure @ Low # Madium = High

|Last30days |

You can further investigate in Finding page m

Malware Category

Laterai mavement §

v’//v,‘-‘_\‘\\\’\
x [\. S
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~ Compramise 5




Braach Prediction
@ Dashboard

DF Findings

&, Account

Dashboard

Attack overview

Summary

Users
() S00% Increase

97%

156
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titttiitit
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Data source: Z1A Web logs, Sandbox « Last updated May 25, 2024

-m- Breach probability

79.83% Breach probability
———

& Secund @ Low & Madium = High

Last 30 days

You can further investigate in Finding page

lsers across stag
ives the size of bubbles

lacted user

Malware Category
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Breach Pradiction
@ Dashboard Attack overview

Findings

S Account

Summary

Users
(3 1500% Increase

“[®- Breach probability

99% Breach probability

® Secure @ Low @ Medium « High
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Impacted users across stages

Users count drives the size of bubbles

@ -

 Compromise 6 Lateral movement 6

Malware Category

3

[LastaDdays |

You can further investigate in Finding page m
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‘m° Breach probability
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Breach Prediction
@ Dashboard

08 Findings

o
& Account

Findings > InfoStealer.Al

Users  Attack path

How to read report ()

Malware T/

InfoStealer.Al

Ranald
Juan
joseph
Andraw
Anthany
Richard
Juan
Samueal
Dorathy
Angela
Jaseph
John
Ricky.Tan
Adam

David

| Malware famity = InfoStealeral - |

Severity
Score

Data source: ZIA Web logs, Sandbox » Last updated May 25, 2024

| Last 30 days

Search users
Discaver Alfack Compromise Lateral Movement Data Loss
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Breach Prediction
§ Dashboard

D8 Findings

2 account

Findings > InfoStealer.Al

Data source: ZIA Web logs, Sandbox « Last updated May 25 2024

Users | Malware tamily = InfoStealer.Al

Discover attack surface

Compromise

Lateral movement Data loss

Reconnaissa... Resource De... Initial Access 2

W Lniockedsl.comfgra...

Drive-by-
Compromise
Www.Lniockedal comup...

Event Legend

@ Actual ’
@ Possible ’
@ Probable ,

Execution 1

Scripting
CWindows\Systemazics...
C\Windows\Systemazie__

Persistence O Privilege Esc...

Defense Evasion 1 Credential A... Discovery 0 Lateral Move... Collection 0 Command And Control 1 Exfiltration 1

Scripting Application Layer Exfiltration Over Web

CWindows\System32\cs... Protocol

CWindows\System32\e. . al-community com/index.... cloudd7.giga galupload)?_.
12 ems
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» InfoStealer.Al

Data source: ZIA Web logs, Sandbox « Last updated May 25, 2024

Last 30 days

Users | Attack path

Discover attack surface

| Malware family = InfoStealer.Al

Lataral movemeant

Data loss

Reconnaissa... Resource De...

Event Legend
@ Actual

@ Possible
@ Probable

Initial Access 2

Persistence 0 Privilege Esc... Defense Evasion 1 Credential A... Discovery 0 Lateral Move... Collection 0 Command And Control 1

www.unieckedsl com/gra...

Drive-by-
Compromise
WWw.uniockedal comup...

Application Layer
Protocol

CWindows\System32'c.. al-community.com/index. ...

Exfiltration 1

Exfiltration Over Web
cloud47.5iga g/uplosds?...
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