
! "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

Z
Chapter 3

解体
真書

!"#$%&'&!"#$

!"#$%&'()*+,-.(

%& '(



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&4 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

!"#$%&'()*+,-./0123

)*+,-

)./01

!"#$%&'

)234
5643

)789

):;<=>?



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&5 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

3. Z!"#$%&



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&6 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

Broadband4G/5G Satellite

!"#$

IaaS & PrivateInternetSaaS

#%&'()*+,
-./01

!"# $%!"

23 4'&5%&'

Agent SD-WAN (GRE/IPsec tunnels)

Zscaler,456789#:;#<=(OLD)

ZIA
Zscaler Internet Access
/#0/#123456789:

ZPA
Zscaler Private Access
;<=>+?8@A*B&CDE

FGHIJKLMN(O+.PG1Q
>+?R*B&8STI
*.U'V&W+8XY

&'()*+URL,-()

./*0&10/234
56789:1!"#$%#&

NGFW/IPS

SSL ,(;<=>

CASB?GW/API@

ABCDEQoS

EDMFGDLP

SDP/ZTNA

HIJK':L1FG

MNOPQRS!"

T(UIdPFG



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&7 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

Broadband4G/5G Satellite

!"#$

IaaS & PrivateInternetSaaS

#%&'()*+,
-./01

!"# $%!"

23 4'&5%&'

Agent SD-WAN (GRE/IPsec tunnels)

Zscaler,456789#:;#<=(2020)

ZIA
Zscaler Internet Access
/#0/#123456789:

ZPA
Zscaler Private Access
;<=>+?8@A*B&CDE

&'()*+URL,-()

./*0&1V-6W
56789:1!"#$%#&

NGFW/IPS

SSL ,(;<=>

CASB API/Gateway

ABCDEQoS

EDMFGDLP

SDP/ZTNA

HIJK':L1FG

MNOPQRS!"

T(UIdPFG

Source IP Anchoring

234/JXHYZ
ZDX

Zscaler Digital Experience
Z[\]^_]Z[\1>+?`a8bc



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&8 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

>$?@%AB@C#DE

Web
Security

Access Control

DLP

Mobile
Z-app configuration

Security

Access Control

FireWall
Access Control

!"#$%&'
()#*+,

-./0123
456&'

789:;"< %=>+?
@AB+, CD+? --9

EFGH&'I>JK

4LL=M:NO"
PQRSI>JK

TUOVWX

YUO"Z[\>];^_

`abcI>JK

d`-I>JK

b56I>JK

%=>Ve%fg^_



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&9 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

Zscaler,FG%@HIG=

!"#$!"#$%&'()*+,-./0123425

60!"#$%&'()*+,+-./0

15M !"#$%
5000      &'
650G   ()*6789:;
2.4PB +,-./0$1

()*+,%$-./01

65B +,-./()
3.1B      2345/3.7%1
100M 678/9:/0.3%1

23456789:/01

(MAPP)



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&: "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

@"JKF:,@=&LMNOP

Page Risk IndexTM



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&; "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

QRS67,TUVW

ByteScanTMByteScanByteScanByteScanByteScanByteScanByteScan

!"#$%&'

! ;<=5iFrame
! >?@ABC
@>%DC/CSS1

! E'FGHI
! >F#-JK
! C&C()

;-./9:<=>?()@AB>CDE7F



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&!< "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

Cloud Firewall

ZIA()*Internet/SaaS+
!<

ZIA()*Internet/SaaS+

Deep Packet Inspection@AB
de%f67gFTP, DNS, TDShiQjk

CDE3=F6@DGHIJ-
lmnjo1p#0/#1qrs9

DNS*+KLMN5:OP>?
tu=vw/#LDNS(#M&#x8fyN.

”Always-On” Cloud IPS
SSL8z{<45678jk|Exploits8}~

GHIJKLMNOPB

5QRSTU?FWaaS



!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&!! "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

XIYZ[LMOPIPS,\]

92%!IPS"#$%&'SSL()*+,-./01234

! 14,000+ IPS<=>?@
! 3699 active Botnet C&C protocol!"#
$%

! 2918 content based phishing !"#$%
! 4000&'malicious content!"#$%
! 143 Crypto Mining !"#$%

! ZscalerABCDE
Platform.Category.Family.Variant
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https://threatlibrary.zscaler.com/


!"#$%&'()*+,-.&/0)1&2++&-3456(&-,(,-7,81&'9:2;<=&:>?@/A<?B/2;&/?@>=C2B/>?&!4 "#$%&'()*+,%&*$-,%.*/&0(12,&30/',(

^XIYZ[LMOPIPS

! IPS non-web signatures (600LM)
! Backdoors / RATs / Trojans
! Botnet Callbacks, IRC
! Denial of Service
! SMB, DNS exploits..

https://threatlibrary.zscaler.com/?engine=ips-non-web
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